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What is SSO
• Single Sign-On (SSO) – is an 

authentication process that allows a 

user to access multiple applications 

with a single set of login credentials

Definition



Single Sign-On Basic Flow

1. The SP detects the user attempting to access restricted content within the resource.
2. The SP generates an authentication request, then sends the request, and the user, to the 
user's IdP.
3. The IdP authenticates the user, then sends the authentication response, and the user, back to 
the SP.
4. The SP verifies the IdP's response and sends the request through to the resource which 
returns the originally requested content.



Benefits of SSO
• Efficiency – increased productivity and 

access for users using multiple systems

• Increases security 

• Eliminates extra login credentials (feeds into 
phishing activities and identity theft)

• No more recording of passwords offline

• Leverage 3rd-party systems

• Increases access by just clicking on a link 
without having to log in again

• Removal of business barriers

• Accelerates data sharing with customers, 
business partners and vendors 

• Code is reusable

Benefits



Benefits of SSO
• Who wants multiple login 

credentials?

• User feels transactions are secure.

• Easy “one-click” access to library 
resources.

• Make it convenient and simple for 
the user.

• Support for the “Sharing Economy.”

• Easier to code.

• Library utilizes its organization’s 
existing authN systems.

BLUE: Best Library User Experience



SSO System Expansion

CampusLibrary SSO



Architecture



SirsiDynix SSO Solution
Hosted CAS

CAS IdP (CAS or SAML requests)

Use with LDAP or Active Directory as the user store

Use with ILS (Symphony or Horizon) as the user store



CAS as an Identity Provider (IdP)
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SirsiDynix SSO Solution
Hosted CAS

CAS AuthN Delegation

CAS to CAS using CAS protocol

CAS to Shibboleth using SAML protocol

CAS to ADFS using WsFed or SAML protocol

CAS to Azure AD using OIDC or SAML protocol

CAS to Facebook, Google using the OIDC or SAML protocol



CAS as a Service Provider -- Delegation
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Future Plans
BLUEcloud Central

SymphonyWeb, Analytics, eRM

Multi-Factor Authentication (MFA or 2FA)

Multi-tenant CAS

Become a member of federations – InCommon, UK Fed, OpenAthens



About LOUIS
• 47 consortium members, public and private, Academic and special

Libraries

• 38 instances of Symphony and Enterprise

• Migrated to Enterprise in 2018 (from e-Library)

• Many sites have some SSO service for other campus platforms

• Some use SSO for EZproxy authentication



About LOUIS
• Sites typically have centralized user loads that come from campus IT 

department.

• User load frequency can vary by site from

• Daily

• Weekly

• Few times a semester

• User ID number

• User email address matches campus SSO login

• With or without the domain











SSO for Enterprise – round one
• Two sites for Fall 2020

• Southern University Law Center went live in October 2020

• LSU went live with SSO for Enterprise in November 2020



SSO for Enterprise – round one
• Coordinate with campus IT

• Exchange of metadata files

• Test credentials for SSO System

• Shibboleth for LSU

• QuickLaunch SSO for SULAW

• Add Web Authentication ID in user load file

• Campus IT changes export process to add new field

• Back-convert existing user records

• Enable display of Web Authentication ID in Display User wizard



SSO for Enterprise –Round two
• Five additional sites

• SAML

• Microsoft Azure 

• Shibboleth

• QuickLaunch SSO

• Using a Where-Are-You-From (WAYF) page 

• LOUIS using a single CAS server

• Reduce cost

• Users choose their institution





SSO for Enterprise – Impact
• LSU

• Slightly higher holds placed in Enterprise

• About the same

• Renewals

• Fines paid
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SSOooooo…
Any questions?
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